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Broadridge [NYSE:BR] at-a-Glance

=|DC FinTech Rankings 2023
#3 FinTech | Fast Track FinTech

Broadridge, a global fintech leader with $6+ billion in revenue, provides communications, technology, data
and analytics.

We help drive business transformation for our clients with solutions for enriching client engagement, navigating
risk, optimizing efficiency and generating revenue growth.

billion revenue as in FY23

decades of experience in the
financial services industry
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ee S10+

trillion in equity and fixed
income trades processed
per day

® 100+

countries in which securities
processing is supported

® 7+

billion customer communications
processed annually

& 150

Brokerage firms on our
securities processing platforms

& 40+

global clients for managed
services

51 98%

client revenue retention rate
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r Through our commitment to the Financial Markets, Broadridge maintains an
I N d u St ry expansive representation across leading industry associations and groups. y

Representation

* Chair, Co-Chair, or participate in 24 different ISSA
Informing, Educating, and Securities Industry and Financial Markets ——
Leading Industry Wide Association (SIFMA) Committees and Societies -

Discussion

* U.S. Representation Within: . Etfcient
sifma DDA

— The Depository Trust & Clearing Corporation
— Investment Advisor Association

— Portfolio Management Association of Canada -

INTERNATIONAL

— International Securities Lending Association aSIfma Z
— The Risk Management Association //_/ Growing Asia’s Markets
— Major Mailers Association
* International Representation Within: PMAC L A
iy

SECURI IES
LENDINOG
ASSOCIATION

— CDS Financial Administrators

- CCMA-T2
— Canadian Exchange Traded Funds Association F' w

— Investment Industry Association of Canada DT: c

— Futures Industry Association

— Asian Securities Industry & Financial Markets ®
Association gma

THE RISK MANAGEMENT ASSOCIATION

— Japan Securities Clearing Corporation Serving the Financial Services Industry
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“DORA creates a regulatory framework on digital
operational resilience whereby all firms need to make R
sure they can withstand, respond to and recover from
all types of ICT [information and communications-
technology]-related disruptions and threats”

- Council of the EU
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Why more regulation with DORA?

=]

.

e Cyber-Attacks
on one
company in
one location
can easily be
replicated and
impacting a
whole sector
if not more

e Securing your
infrastrucutre,
policies and
practices are
critical to
avoid cyber
related fraud

e Managing
security risk in
your
interactions
and
relationships

with your
counterparties
is key

Secure and Protect
Prevent and detect
Sahre and Prepare
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Digital Operational Resiliency Act (“DORA”)

The Digital Resilience Act (DORA) is an EU regulation that entered into force on 16 January 2023 and will apply as of the 17" January 2025
The Digital Operational Resilience Act (DORA) aims to establish a clear foundation for security and operational resilience in the financial services
sector for European Union (EU) financial regulators and supervisors, while also aligning with other EU measures on cyber security and data. DORA
establishes a framework for digital operational resilience in the finance sector by outlining five key pillars, which include:

* Information and communication technology (ICT) governance and ICT risk management
* Testing digital operational resilience

* Reporting system for serious ICT incidents

* |ICT third party risk management

*  European monitoring framework for critical ICT third party service providers

The DORA Objective

*  Bringing critical information and communications technology (ICT), including cloud service providers (CSPs), within the regulatory
perimeter. These would be supervised by one of the European Supervisory Authorities (ESAs), who would have the power to audit,
inspect and impose fines.

* DORA aims to harmonise local rules across the EU, setting EU-wide standards for digital operational resilience testing.
*  Harmonising ICT risk management rules across financial services sectors, based on existing guidelines.

*  Harmonising ICT incident classification and reporting and opening the door for the establishment of a single EU-hub for major ICT-
related incident reporting by financial institutions.
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The Five Pillars of DORA

Financial entities are required to set up a comprehensive ICT risk management framework

ICT risk management framework requirements

GOVERNANCE IDENTIFICATION DETECTION RECOVERY AND BACK UP LESSONS LEARNED

Network Performance

Infrastructure i P Testing Timelines and Recovery speed
Rules & Policies Documentation | SERE I Mol monitoring Frequency ysp
) ¢ ) | ) | ) | ) | )¢ ) | ) 4

Accountability rules Training Classification Information Security System Performance Failure Point Identification Back up Frequency BCP  Communication Recovery Analysis
monitoring War Room effectiveness

DORA

1. ICT Risk Framework 2. Incident Management 3. Testing 4. 3" Party Risk 5. Information Sharing

Resilience and
Business Continuity

Cyber Risk Continuous Threat Led 3" Party Risk
Management Penetration Testing

Operational risk and
Incident Management

Recovery and response
mechanisms, continuously
monitor all sources of ICT risks
to establish protection and
prevention measures

Classification and continuous Continuous assessments via Understanding of risk from 3rd
monitoring and detection of testing, simulations and Party service providers (Cloud
IT risk Audits (Yearly by Providers, Technology
independent internal or providers, outsourced
external auditors) Services)

Established Business Continuity
polices and recovery plans
Established channels of
communication and reporting
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Digital Operational Resiliency Act (“DORA”)

DORA requires the creation of a comprehensive ICT Risk Management framework and Digital Resilience
Strategy including a comprehensive suite of ICT Risk Management Policies

regulatory readiness

DORA assessments required to ensure

@ Broadridge

Systems Criticality Assessments (Identify critical assets

(In-house & Third-party service provider) which align
to critical/important functions)

Risk and Control Gap Analysis (Map your people,
processes, technology, facilities and information that
supports your important business services)

Business Impact Assessments (Understand the
business Impact of cyber threat and set impact
tolerances for each important business service)
Incident/problem management processes and tools
for efficient management of ICT events

Robust incident detection and automated response
capabilities to reduce impact/improve resilience
Operational metrics on critical functions for review
against defined risk tolerances

Monitoring and responding to cyber events (Scenario
Testing)

Regular testing of digital operational resilience

Ready for Next

Compliance might be difficult due to:
* legacy in-house technology

* technology obsolescence

* out-of-maintenance solutions

From:

» different providers

* indifferent countries

* with different service levels

* diverse understanding of what is required

}oe1s Yyaal yum saguajjeyd

© 2024



DORA Readiness assessments

1. Criticality Assessment - Approach & Deliverables

Identify critical digital assets ) ) Prioritize critical assets ) Develop risk mitigation strategies

Conduct a criticality assessment to identify and protect your most important digital assets and functions. By prioritizing critical assets and developing appropriate risk mitigation strategies, organizations
can enhance their operational resilience and better withstand potential disruptions and threats.

Current state analysis
It is recommended to analyze the following as part of the assessment:

= |dentification of critical digital assets: across your entity/enterprise identify critical assets (In-house & Third-party service provider) which align to critical/important functions. Integral to this
analysis is the operational model, processes and procedures that underpin and support the services that the critical assets deliver to the business

= Impact analysis: Analyze and assess the potential impact of a cyber-attack or major disruption on critical assets and the subsequent impact on operations and clients. This analysis will feed into current
planning and communication strategy for such events to highlight existing gaps and vulnerabilities

= Prioritization: Based on the asset identification and impact analysis, determine the risk that is presented should a critical system suffer disruption. This will allow you to perform specific risk
assessments based on the organization's risk appetite against the firm’s strategic objectives to obtain a balanced view

= Develop risk mitigation strategies: Risk mitigation strategies will be developed to reduce the risks within the critical assets and their eco systems. These strategies will feed into technology change,
operational model revisions, third-party agreements and testing cycles

Timelines and Recovery speed

Network Perf
GOVERNANCE IDENTIFJCATION Infrastructure DETECTION ¢ c\omsandTooling W:oni:;r?;:ance RECOVERY AND BACK UTP - LESSONS LEARNED
esting Frequency

Rules & Policies Documentation

Accountability rules  Training Classification Information Security System Performance Failure Point Identification Back up Frequency  BCP  Communication Recovery Analysis
monitoring War Room effectiveness
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DORA Readiness assessments
2. Risk and Control Gap analysis

Perform a deep dive analysis of your current risk and control framework to identify gaps between current state and target state for DORA implementation. This will require a close examination of the
existing risk and control business model with a full review of the ICT risk management and governance process.

Current state analysis
Key activities will include the following:

= Evaluate and assess the effectiveness of the current ICT change program to maintain systemic robustness and reduce overall vulnerabilities across critical assets. This will require a deep dive review
of past change as well as future change initiatives

= Analyze the current control framework that supports critical systems/platforms and their associated support functions. This analysis will help establish the effectiveness of the current model against
the DORA future model and identify ineffective or duplicate controls

= Review current horizon scanning for potential cyber threats by examining the parameters of the scanning to ensure that it aligns with business risk appetite, perimeter protection levels, data in
transit and incoming data streams into the client secure area. Analyze the alert and monitoring processes through metrics and remediation process reviews

= Understand the current third-party vendor support model for critical functions, whether it aligns to the regulation and fully complies with DORA standards. Include the third-party vendor
industry partners if applicable to allow for effective risk management across the full value chain for each critical service

= Analysis of resiliency practices, business continuity policies and disaster recovery plans, including yearly testing of the plans across all supporting functions

= Assessment of ICT incident management, internal/customer escalation protocols, monitoring of early detection indicators/controls and reporting procedures for ICT disruptions

= Assessment of employee security awareness training

Network Performance  pEcOVERY AND BACK UP
monitoring Testing Frequency

GOVERNANCE IDENTIFICATION Infrastructure DETECTION g\ stoms and Tooling LESSONS LEARNED 1 ejines and Recovery speed

Rules & Policies Documentation |
# ) O | EEE HEEE

Accountability rules Training Classification Information Security

Recovery Analysis

System Performance monitoring  Failure Point Identification Back up Frequency gcp Communication
War Room effectiveness
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DORA Readiness assessments

3.Business Impact Assessment

Identify critical functions ) Assess impact & readiness ) Manage risk effectively ) Recommend solutions

Complete a thorough evaluation of the effectiveness and readiness of your business model and review business impact associated with cybersecurity attacks and major Information and Communication
Technology (ICT) disruption. This will ensure that your organization is fully prepared to manage cyber risk and achieve full compliance to avoid penalties from the EU authorities.

Current state analysis
Key activities will be captured and managed through the following project governance model:

= Creation of a Service map from source for critical and important platforms and applications to identify weak points and highlight potential technology upgrade or investment needs.

= Work with technology partners to understand all parts of the Technology stack that could be impacted by DORA and create a detailed checklist of all available and/or missing services

= List and understand all third party (TP) dependencies and provide recommendations to monitor their service delivery quality and performance i.e., service questionnaire, SLA agreements

= Create business case scenarios for all major event types to assess the current state of readiness and map all risks and controls associated to it including recommendations for remediation i.e., better
technology protection, new vendor connectivity, increased resourcing, deliver options paper etc..

= Perform criticality assessment per function with full RAG status and detailed action plan

=  Write testing plans for scenario-based testing to ensure effectiveness of major incident management (cyber threat, ICT management, global system impact, trauma event, BCP failure)

=  Define and assign roles and responsibilities for the internal teams to closely manage post trauma events and enforce a robust governance model

Network Performance
GOVERNANCE IDENTIFICATION Infrastructure DETECTION Systems and Tooling monitoring RECOVERY AND BACK l::'re’sting Frequency LESSONS LEARNED

. Timelines and Recovery speed
Documentation ysp

Rules & Policies
) | ) |

Accountability rules Training Classification  Information Security System Performance . ) o Back up Frequency ~ BCP  Communication Recovery Analysis
monitoring Failure Point Identification War Room effectiveness
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Digital Operational Resiliency Act (“DORA”)

Assess and Validate your entire ICT Operating Risk Framework

3rd Line Of Defense

2nd Line Of Defense

1st Line Of Defense

Governance

Strategy and Operating Model Design

Learning and Behavior

Reporting
Data and Tooling

Service
Enterprise Service . Enhancements
Management Se.r.wce Emerging
Resilience, Threats Assessment
Continuit and Testin
A Yc Assessment & Crisis Management
Resilience Framework ssessments
Approaches, Network Change . Continuous
. Encryption S
Methodology Security Management Monitoring

CSP 4th line Of
Defense Technology Landscape
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Broadridge:

Governance

Policy & Procedures Incident Management

Response and

Technology Recovery

Processes
Data Model

Tooling

People Communication

3rd Party Providers Reporting
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Asset Servicing Automation 2024
Regulation as the opportunity to innovate

Key Survey Findings
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Asset Servicing Sﬁ
Automation - 1S

Overview BN 54 Broadridge

NN

Asset Servicing Automation 2024 LET ma DTCC

Issuers; 8%

Brokers; 18%

Key Themes

Institutional
Investors, 12%

1. How much are corporate
actions costing us in
20247

Africa & Middle

2. What root causes are
we seelng trigger
. issues across the
Nowelh Muerce Asia-Pacific;
and Latam; 48% 202 market?

3. What steps are firms
taking to minimize

Exchange / Technology cost a]_’ld ]fj_Sk?

provider; 23% Europe; 18%

4. What is the longer-
term case for industry
standardization from
issuer to investor?

Custodians; 39%

Source: The ValueExchange
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Business as
usual / Running

<

1. How much is Asset Servicing costing us?

Fund managers and beneficial owners are carrying a direct cost of USD14m per annum —
with indirect, pass-through costs multiple times that value

Total Costs of Asset Servicing (Average in USD million per annum, by segment)

$1,74
[NB. No data available $0 ’28 $0 ’ 99 $0 7 41

for costs of errors for

Issuers Exchanges / CSDs Brokers Custodians Investors

4,7
$6’70

costs

Broadridge: |  Ready for Next
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Assumes 3 regional teams and 20 investment markets Source: The ValueExchange
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1. How much is Asset Servicing costing us?

Brokers are carrying the heaviest resourcing weight for Corporate Actions processing

Total distribution of Average Headcount by Scope & Activity (2024)
headcount by activity

Brokers 19%

Custodians

Investors 21%

B Proxy voting

mCorporate Actions (Mandatory events, Income events, Voluntary events
Source: The ValueExchange p ( % o , y )

Broadridge: |  Readyfor Next

© 2024

17



1. How much is Asset Servicing costing us?

Consistent volume growth is a core part of investors’ costs — but do brokers need to
be watching out?

Global Average Growth Rates in Securities Holdings (% change YoY)
0% 5% 10% 15% 20% 25% 30% 35%

22%
Investors

Brokers

Custodians

W 2023 w2024

Source: The ValueExchange
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2. What are the core issues that we need to address?

Poor automation of data is creating meaningful issues

Issues faced by financial
institutions in 2024

struggling with each issue, multi-

errors Processing errors
22%
Manual
data Lack of
q clarity on [Incompletd
prOCG'SSln event Data gaps
g 18 details
creating Lo
a range
of Late
0 notificati L
1ssues.. Timing
ons
14%
Incorrect
data Data errors

13%

Source: The ValueExchange
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..each of
which costs

valuable
time for
issuers

Issues faced by issuers and
transfer agents in 2024

0%

Poor visibility on event responses
(until just before deadline)

Lack of active engagement from
investors (i.e. majority resorting to
default options)

Inability to engage with leading

-20% -40% -60%

50%

38%

shareholders in a timely way before 25%

deadline
Investors asking for last minute

extensions / work around processes

Inability to identify beneficial owners

W Significant impact

PAY

50%

B Limited impact

-80% -100%

© 2024

19



2. What are the core issues that we need to address?

Our STP rates are low and declining

Average STP rates event segment
(and by event type)

Brokers 63%

Custodians

Investors 64%

B Mandatory / Income events B Voluntary events M Proxy events

Source: The ValueExchange
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Change in Automation Rates Per Market
(2023/2024)

-60% -40% -20% 0% 20% 40% 60%

Singapore I 39%
Hong Kong 11%
Switzerland 0,1%

Ireland 0%

Italy 0%

Japan 0%
Germany -0,5% |
United States -49
Australia -26% I
France -26% n—
South Africa -32% I

United Kingdom -42% I
Canada -49% I

© 2024
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2. What are the core issues that we need to address?

Manual risk is much higher for instructions than for announcements

How are we receiving event notifications How are we receiving event elections
(% distribution, globally) (% receiving manual event instructions, per
segment)

Exchanges / CSDs 37%

Brokers 50%

How are we receiving event elections /
instructions (% distribution, globally)

Custodians 46%

16% 2% 11%

W [SO 15022 messages
m 1SO 20022 messages Investors 78%
M Local data standard

B Website / portal

B Manually (e.g.email, phone, fax, letters)

Source: The ValueExchange
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3. Where are we driving change?

We are spending a lot of money trying to fix voluntary events today

% of respondents in each segment
with change plans in each event type

Investors 75% 100%
United States
United Kingdom
Custodians 54% 79%

Canada

Top 5 markets for asset

servicing change (% of respondents
by market with change projects
planned)

Brokers

Germany

B Mandatory / Income events M Voluntary events M Proxy events

Source: The ValueExchange
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3. How are we driving automation?

System change and data are our core answers

Main solutions for corporate action
automation

Machine Learning (ML) Managed data services
7% 11%

2
API connectivity

8% Sourcing additional
data Brokers
10%
Adopting data
standards
8%
Generative Al Custodians
5%
Hiring Changing core systems
3% 46%
Investors

Source: The ValueExchange
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3. What is the case for logicized event data”?

USD 680,000 per annum removed from investors’ direct costs — with several times

that in indirect costs eliminated

Expected savings from a real time,

logicised data feed (% and USD million per
firm, per annum)

S1.35m
_20%
$3.61m
-24%

$7.10m

-35% Custodians

$0.68m

-5% Aol

Broadridge: |  Ready for Next

Expected P&L savings by
country (% saving per annum)

Canada

Japan

United States
Singapore

Hong Kong
Germany
United Kingdom
France

South Africa

Switzerland

Australia
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4. Where does the industry need to come together?

Where does the industry need to come together? (average score out of 5)

Facilitating greater alignment between issuers,
intermediaries and investors (in terms of messaging
formats and flows)

Driving more consistent use of standards by CSDs and
custodians/brokers across global markets

Defining and enforcing new data standards across the
event lifecycle

Tracking and measuring the cost of existing
inefficiencies and risks in the asset servicing event
lifecycle

Developing new utility platforms to manage existing
data flows

Source: The ValueExchange
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Herzlichen Dank fir Ihre Aufmerksamkeit

No part of this document may be distributed, reproduced or posted without the express written permission of Broadridge Financial Solutions, Inc.
©2024 Broadridge Financial Solutions, Inc. All rights reserved. Broadridge and the Broadridge logo are registered trademarks of Broadridge Financial Solutions, Inc.



